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(54) APPARATUS AND METHOD FOR INFORMATION PROCESSING, AND PROGRAM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To securely prevent 
contents even in a contents storage device with low 
capability from illegally being used. 
SOLUTION: A CPU selects contents stored in the 
contents storage device. In a step S202, the CPU 
verifies a 1 st electronic signature added to the contents. 
A storage part stores a right to use. In a step S203, the 
CPU retrieves the right to use from the storage part. In 
a step S207, the CPU verifies a 2nd electronic signature 
added to the right to use. The CPU generates 
falsification detection data based upon information 
included in the right to use. In a step S208, the CPU 
outputs the use authorization, falsification detection 
data, and contents to the contents storage device on 
condition that neither the contents nor the right to use 
is falsified. This invention is applicable to a client of a 
DRM system. 
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^ c £ fcissrt £©««•?& o fc„ 
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^bOfc^-* E,., Cdata)«Cj; OMStiTUS,, 

[0 044] *-K'c«, #S{Ccfc«3^3*iSct5tc, 
3>-f>y*-Kc£, g*T«SE3hSffiSG«l*/> 5 >i' 20 

= HashCKc, Seed) 

[0 04 5] -Y-V + JU-^i' FJHv£^>- FSeedB, # 

[0 04 6] C©Bf4t{bB, n>7->->©r-4?^8-'-i 
^ h #ffi"CE» bX , 8 ^ ^ h «(Cff frtt 4 . f£l£© 8 

JBLTfffrftaCBC (Cipher Block Chaining) FT 

[0 047] CBC*- F©*§&, ft#J© 8^hOa> 30 

£M«£ LTBf^b^TfctxSo 
[0 04 8] t©CBC6- FKJ:SWMt'ffc£?T5 C £ 
■C. lo©Bgm^n^#Sj5?K3ft/c£OT&, ^c© 

[0049] Bi^^co^-rscn^pse.^ 
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©CPU2 1 B, a~*f#;*Jj»2 BiftftrSCirJi 
^ b fcrj > -f > ©i^iJttfg (cid) iffifirrs. c© 
iCTtiWRB, «*tf^f6^0f-/ F;l^, SBtS3 

D$J&3ft£,, 

[0053] ^L/T. CPU2 1B, ?i>T>yffi%m$ 
tiZt. -e©n>7->->©Htt (Attributes) £ig&IK 
4. C©«tt (Attributes) B, S5 K^SftS J; 5 

k, 3>f->^©^-» #&ci3j$3*rc<,>s&©-e;fc£„ 

[0 054] &Ct, Xff7"S42 CPU2 1 

B, Xt" i> 7"S 4 1 T'R^K^n/cJltt (Attributes) 
hXl>2> a > £$5fcT «fc 5 

»2 8tcSBtes*iri,»a*>5*»**!is&i-a. *ra 

tS*SKff SfnrHttHW&fcW:. Xf :> :/S 4 3 Kit 

CRJ2 ib, $mwmim*:mtTz. ccomm 



40 



[0 0 5 0 ] W±©«fc5iCLr. ^7^T>HB. 3 

-rat:£*t'c*a. «eot, 3>^>^©k©B, a 
«k, »«-r«c£*i?i«£as. 

[0 05 1 ] LfrbKtfii, SW7>HB. Stff 
Lfc3>f->y£fM<rS££, ^©3>7->->©fijffl 
jWKWS ftTt> S C £ &&£ 
#s*S. -ec-C, BB^MLT, 4>-7-Y7>r 1#3 

>?>y*m&?zm^timic^ximi-??>, 

[0 05 2] Z?-j7'S4 liOs^X. 9 5<{7>hl 50 



[0 0 5 5] Xf77"S42 fcfcivt, WJftifligEiCiR 
n2hXl>Z>t'#m.2tllcM£. £fcB, Xf-;7 - S4 

■mm$titcm&> xf-??'S4 4ccB&, cpu2 1 

B, Jm 3 *vt l iJ^BftSHtBRft © ©T * 4 »> 
5^4WST4o faffl«*«3!WI8IBrt©fc©"C***»5 

*^b, mmm®i>mtLxffife2 tixmmm 
408#rs) £, *>fv2 0K:j:»)fn^sn-ci>a33ia 

E3^£tt«-*-SC£-C«IKT3*i5. Mffl«l©«S«Bll*J 
RKil7l/THS£«3£3n7tt»^ 4 CPU2 IB, 

v y's 4 5 tea*, w»«Heir«Hi*iiff -r*. 

[0 05 6] Xf-;7 , S4 4(CteHt l WffitBSfti* 

4 5(cte^T, ipra«W«Blr3nfc»#. Xf^'S4 
6(Cjt*. CPU 2 lBIStt^2 8(ClBtf.3nrt,i4, ftj 

m^<o%fr* : mchx^z>frE*>ti>zm'£ir 

[0 0 5 7 ] ^f5^S4BKfcl,»t l fiJ^tliC^n 

iflWStifcW^KB. :/S47fCjt#, CPU2 

IB, af^b3ntl,^3>r>^f r "$*IBtta52 8 

7S4 8K^t, CPU2 1B, R/w2 3KIEtf.3*ift:B§ 
#{b3>x>->7 1 -*^, S5©f ! -$(c:@2g3ti.-r^ 
SBf^b^o SfWfcai#»2 4 {C«*&b, 

[0 0 5 8] 3>r>^+-Kc=&f#4#ffi©^#«B. 
01 3fcJ:c>*01 4=£#ML/-C^ar4*s. <f*4*J 

-F+- (DNK) EKB(^5) CC#^tlS + - 

-^K EK bc (Kc> (H5) 3>7^>^*-Kc^# 
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[0 05 9] CPU2 1 B, § &5C, Xfs^S49 Kfc 

LT, 3-9*9 *at2 5KJ:5 fa- FStifcf-* 
*, CPU2 IB. Attl*^>*7*-^ 3 2 3&»6ffl*» 
2 7iCiiU D/ASBftS-S. Xf-**e,tt*3# 
5. 

[0 0 6 0] ^y»^S4BK*»l»'C. *IJB«Ke**h 
B**7f£o 

[0 06 1]», 07©7Ci-?-t.-r£#MbT. 

[0 06 2] #5^7>rlB. mrnVCvJ^X?- 
rtlCSm-rZZtlCjzt). U-7ID, DNK (Device Node 
Key), V^JTls r 1 ©tfeftll • &H«©*:7\ 9 <f * 

t^5 ! -**Bl#0riJ< c 20 

[0 06 3] v-vim. fv-iT^vmtmmxh 

•f > u> * - »*awr * © Kiiwa *vw x y - f * - 
(Hio*#jibt:«i6^*) . 

[0 0 6 4] ^mc^f-yV'S6 lKfe^t, CPU 2 1 
B. n>f->^©^^ yKE»Sh-Cl»4URL*«*f 
■6. -rJ£bfc<fc5fC, C©URLB. ^©=Ot->-;/£*iJ 

*TFUX-C*S. ^Ct, Xf»^S82Klj|,>t, 30 
CPU 2 IB, XfyT'Se lTIRffUcURUcr^-feX-r 
5, AWAtCtt. aHa$2 9!Cj:»W>*-*-v F2* 
^•Lf7W42>X-«J--yS4(CTi'-fe^Wt>nS„ C© 

zmmNffi&m> aKwca— ymt a* v - f©a# 
*m&hx<z mmtzmavz?- 1 02) . 

CPU2 1B, C©a*%ffl*»2 7©*w»K^3-& 
a-tf». C©^K«^T. A*SB2 6£J&ft 40 

A^TSo &*J, C©3— ifiD£A*7- FB. 

>X-0wt4tC7"f -fe*b. *UKB(SUrfel»fcfc© 

[0 06 5] CPU2 IB, Xr^S63, S6 4(c*J 

£&£££{<:, a— tfiD£^>7-F*IX?)3iC?o CPU 
2 1 B, ^fy^SB 5K*JtiT, jHI£|52 9*%m 
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«aw- trx^-jf («3arrs) sc^**-i£y~7iD 

4 KSHIS^- 
[0 06 6] 5^-b>Xt-^4tt, H9*#MLTft 
3^rSJr5 5c, ^-tfiDi^y-F, &Wcfijflfti}§ 

09)*, *fctt. *fr«fc§tl^^ii^(CB, Wffl 
MltLTCW^ (Xf-^S 112). 
[0 06 7] Xf5^S6 6{Cfe^T, CPU 2 IB, 5 

WS£U *iJfflt#^i3ftT£fci§£ccB, w^s 

6 7Kat*, *©#yjB**SBttt*2 8tCiKi&U ESS 

[0 06 8] Xf-^SB6Ki5l,>T, fJM^jtff§ 
ftT*&<,>£«£bftt§£. CPU 2 1 B, Xf^S6 
8CCjt&, *5-«Hi*ilffr4. MftttKtt, CPU 2 

1 B, 3>f->->4Mffi^S/tJ6©?rM«^#?.tife^ 
©r, 3>f->^©S^Mffi=&»±-r5. 

[0 069] fe(_b©J:5K:LT, &*5-f7> M tt. 

a >f> s» *mmt s fc&cc 1 &g&«/B*£astf# l-c, 

Wt, ^©3>-f>^4ffiffiTSC£*SnIffi£*5„ 
[ 0 0 7 0 ] fcfc. m 7 atffflMntffJttBi*. !f 

[oo7iii'7^7>n tcjitts niwmo, w 

AB, 08&C7K§*i3J:!>{c, ttflBfcfK y-7iDb«fc 
[0 07 2] m-j?b>b. yy*~/t-j? B >'*J:» 

[ o o 7 3 ] r -< ^b, i om<Dwmmp>%m 
sti. f<jfflft©fHa}*ffifc>Pt-rsii«^«g-rsit$gT? 

[0 074] WffiflDB, 1 6 jt5g»TSBiB3*i&. f<J 

[0075] f^HBtB, mmmwmtitcRm^s 
t. 

[0 07 6] W^WHB, ifiim*©*««(HI5%^-r. 9 
9 9 9^2 3f35 9#5g#r*£W$li«B, «fjl« 

[0 07 7] ttB&ffictt. *©WS*KS-5t>r. n 

IE, 3>^>5>©*^Wfi£ia». *©«ffl*{cS-30» 

, «*^*»i'Tf FB«. *©*JJltt 
(CS-if^-C, 3>t>9*CM8:BitSC <fc36ST** 
PD (Portable Device) f— £^bJ 
tt&HR. fiJffl«©^»©BJ5. «ffln^^£SS^© 
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[0078] ^fe#©*F»SB. ^m^mcmm-r 
[0079] jg»B. m%%fr%Mtmmm-zm&z~ - ■ 

[0 08 0] y-7ID», #7-f7>F4f8i#JTS;fc«> 
[0 0 8 1 ] «**SB» *iJffl*£#CC*tl£;3-&, 

[0082] mm\*. *4-kyzii--j-«D2mm&£ 
tsmmm-c$>z>o io 

[0 08 3] tit. if 7-f7>M©IBfit8|S2 8fc:B. 

B. SfcSf 43WJB*fc*^t>r a >^>? 4#£ Lfcia 

3 > f - > 9 ^CD-RJCIH^ L . ^©ffe3>X>'>* 

[0 0 8 4]B6©^f^S4 6Offi©^^ 20 
B. #JflHKc£*tiSffiE*fr£. ia«8»2 8{cfOT* 

B. «ffl««KIB113ft'rc>53>^>^*S4Lfcll 
[0 08 5] *K, H9©7n-?- + -F4#JHl/t. 

07©^7^t>h ©««»# aasucm l xmf 

mtZ>. C©»^Kfc(,»rfc, H2©*W7> 30 

[0 086] Xf^SlOKcm, 
w<4©CPU2 IB. i' : 7JT>\-lJz<i)Ti'-tz%% 

0 2(tji#. 7mUtfci'7-f7>HKJftl 
T. &*WflKcwr 5tiHH*dtfjpM«© »J X F 4iM« 

^7>b 1*6. 07©Xr 5 ;7 , S6 5©^fflr, 3.- 40 

>Xtfw<4©CPU2 IB. »«g|52 9 4/ft,TC*-l4 

[0087]^bt, 7^-te>X1f-A4©CPU2 1 
B. Xt^S 10 -3WBt»r. jifia52 9 
^5(C7^^L, a— tflD^X?- F&C*ttSf £ 
a— !f©^#«H14S*1-5. R£ri>w<5B. 
-* s> h 2 4^>0T7YH2>X'9--A43&iP>#ft®S© 
g#4SW4<fc, *©a— !flDt^9-F.tC«l&r* 50 
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a— !f©ffl*©3&l>JIEi&t*4ISSU *CDa— !f 

»*K«ffi*©^|B©m^©*«** 
£4!SH. ^©«fc5!fe^S*5fei^{Ctt, fijffl*©# 

sh^kb. «#*#^ww©^itt*4ssfi-r 

4. ■ 

[0 0 8 8] Xfsr^S 1 0 4KfcW 1 5W-fe>X1?- 
-rC4©CPU2 1B. R&lJw<5*»6©#rai6*#t. 

4fl£U «ffltt©tf^f^3ftTl>£*§£{CB. X 
f ?^S105 Xf^S102 (Dfm-CW) 

hfc«lffl«8g£««cc*f«-r Sf 'Jffl*4. lettsis 2 
8 KB»S JVC t>Sflfl3*©t|i *» 6m 0 ffl-To IBftgP 2 
8fcffifiShTt>&jNfll*B. *fc*fc»;fro*Bm /< 

-y 3 >. imam. mMmmmoynmmmztix^ 
-s,, xr^sioem^, cpu2i«. -e©fira 

1 0 7Kfet,>T, CPU 2 1 B. Xf'^S 1 0 5t?3iJR 

5. *£t>B£fc. Xfs^S 1 0 2©M3-C\ a— !f 

CPJ2 IB. jW?Stifc«ffl*fl:*«m«BCflllB- 

[0 0 8 9] ^f-^Sl 0 8 fCte^T. CPU2 1B 
7 4 •fe>X^"^'©S««{C «fc (J ft|fflflUC»g U 5 
•fe > XD- -»<©4»|«4S trtEM»4^*{CSm 1/ > 
c h K J: ») . E 8 fc^ $ ft S <fc 5 &#$©fflffifc&s£ja 

[0 0 9 0 J&K, Xf yy'S 1 0 9 7-f-fe> 
x-9--^*4©cpu2 IB. £©*iJfB« (H8ic^$n?> 

[0091] xf'?7's i i otctentr^'f-fe^x-!?-- 

^'4©CPU2 1B. X7"-y7'S 1 0 9©«T. 

ftbfcfj^tt (tt^^fr. >;-7iD4^fr) 4. 
i o 2©^a-c'm i Jiisnfca"ifiDiAX7- k 

5C»EEOT. 8BttB52 8K8B«3-eS. §6tC. ^f-y 

ys 1 1 1 Kfci>r. cpu 2 ib. si^«4*ff-r 

6. HftWKB. CPU2 1B. iift§|52 9*^iS^" 

©R««c«^i,»r. -e©3-if5c>pfr5^»4»f 

-tf*5:fc^4tffc%*ofcj;^%ii^cB. £tft, * 

4§W5Cii&5-Clr^l5CiKfe-5„ 
[0 09 2] -T5:*>^, C©»^KB, *> 
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Xr-yy'S 1 0 4i^f? y'S 1 1 2 5Cji 
fr, CPU 2 IB, i^-MS^JItfT-So IftWKB, 
5 ^ is >X 4 ©CPU 2 1 B, ®#g|52 9£WfflIL* ' " 

[0 0 9 3] C©«£, ±^bfccfc^K; -e©^-f7 

*«#U BSTSCi) a^t&l* ££{<:%£,, 10 
[0 094] #£PJitfet,>Ttt. m 1 0 it^tiS J; 5 
CC, F* + X h-f>i"J^ 3 > (Broadcast En 

cryption) MCJUKS-JUT, ^^i+-*fi 

s$ns 0 ptJi->U"»3»<t$n, &Tl3©y 

-7 (leaf) &M*(DTJ*-<7,m : 8<D*-~t l Cttm?? >! , 

xmn^xT-Mm^htizmmy y 

^TB^&i§2001-352321^^BKfai£3h-r(,> 
So SI 0©#U©*1£. #^0^6##1 5S?©1 6 

[0095] H«P*.Eirc^3*ia^y-i»fi 20 

j£Lr*-KO0ftSKl 1#S, *4«B©y- Ffc*f 

j£Lr*-Kooofts*-Ki 1 1 3&s, zn?mm 
SJra»4. *t/c. *TS©^-F£or©y-7 

(frf-fxy- F) K, +-K0 0 0 075MK 1111 

[0 09 6] RHWHSiShr^Sfc*, *- 
K0 0 1 04+-0 0 1 l©±ffi©+-B. KOOli 30 
<**l. +-K000i+-K00 l©±fif©*-B, K 
0 0iSh-Cl>5. «TH*C. +-K00i^-K0 
l©±ffi©*-B, KOiSft, *-K0£*-Kl© 

±ft©*-B, KRiStirus. 

[0 097] a^^ftsMWr**-!*, «Ta©^ 

ton^ttogy- F{c*ne-rs*-'c»i3ti 

3>f->^**iJffl-rSfc*©+-H, +-K00 1 
1, K001, K00, KO, KR£#t?AX©&=F-T 40 

[0 0 9 8 ] *^©^f-ACCfc(,itB, SI 1 Kjp 

snscfc^cc. hi o©/iffi{ctt-?^-r#fiS3tis+- 

W*>nS D H 1 1 ©fltB, 8 + 24+3 2S©^- 
F#? 'J -W£t 3ft. *- F y- F#>6Ttt©8©* 
T?©S-/"FK*f-dry*i^f£;snS. CCtcfctfS* 



r, C©*7-rfi;y- F©5^©l-3©^- FtC, 7 4 
fe>X£§B!T£S'X^A£LT;$:->X7-A (T~>Xf- 
-A£#rs) .«■* 
[0 0 9 9] Tftt>%, C©T^X7-A©y-F^9§ 
6 tCT©BM© 2 4K©/-F S * - 5C «fc 5 . 

AW*?- tfX#*HSSfti. C©W©«^. CftKJ; 
*K 2 24 (fel6y*') ©t-txyn/^^^WJ 

■^-t;x*fflsersci*Jr*5. 3 6k. *«>tdb© 

32a©BJlKJ:D. 2 3! (ft4**#) ©a— »f (*S 
W**5>fT>M) C 4 39«r*S. 

© 3 2 S© ^ - F*> 6 T r A © y - F £ -?©/<* _h 
©&y- FKStI&rS+-*3. DNK (Device Node Key) 

%mmb. *Ta©y-7K*fi&^-5ii*sy-7iDis 

ft£o 

[0 10 0] 3>f>'>*Bf^[:Lfcn>f 
M§r3ftfcrt'-b*-KR , KJ:oTli^{b3ft. ±&© 
P§JI©Mfry- F+-B, ^©ajSOTacpfgOMif 
y-F*-£l8^THi-^b3ft, EKB(@13fej:y 

m 4*#i8LTSBfc-rs> rt«:E*sft*. ekbcc 

feW &3fcS*> h 1 -o±©S©M§r V-F+-BEKB© 
ft, EKBrtKEBStlS. *7-/7>H8, tf-K 

1 3*s«fcDf|gi 4) F*3{CfBM$nri^igfi©±{±©pg 
■©J8lr>'-F*-*tWU «*l/T»fc*-*/Btr» 
Tv EKBftKI3»3ftTl,>SS&K*©±©»Jl©Jg 
gf y - p ^ §„ «±©«m*«*fir 5 C £ 
■C. ?5-f7>HB, BBr;W-h + -KR , *SACi 

[oioi] hi 2K»»^y-«jB©*^^y©^a 
©*»Wi6c«*SVj-. HI 2tc*l*r. BB^y-KHi 
©*±©CCB, F+-KR2 3 0 1 
©*IBSKB>'-F ! 1r-2 3 0 2*«JE3ft. ftTSK 
B. y-7+-2 3 0 3*sSS3n5. §^-fXBl 
^©y-7+-i, V-7*-*>6JV-b+-{CMS- 
«©y- F+-. f-^-fr^feS^Wxy- F+ 

- (dnk) zm-rz* 

[0102] «±S*>6»MaB (H 1 1 ©WCB. M 
= 8) ©Bf5E©>'-F*J*^=ry>'-F2 3 04iLr 

tfsns. -rttto^^MaB©^- f©s**j«s£# 

f-dijO^VX^gy-Fi^tiSo HMS©lo© 
^- F*BW4 LTM+ 1 &kTF©y- F, y-7B. 
-e©^=fyfc$Sti-5-f^-f FfciO* 

y-7i$nSo 

[0103] W^-BH 1 2 ©IffMigB© 1 o©y- F 2 
3 0 5fCB#r=i'y [^^'J-Xfr^ (Ml) 1 Ifi 
SSSti, COy-FOTKa&^y-F. y-7»pf 
t'JXf"? -i 9 btcffit K &&ts ft 7- =f 
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y- F2 3 0 5^0^. ^ty-Xfrj*©*? 

=f;Kj£*3*i£?vwx©HSy-F. *±py->*'' - 
[ o i o 4 ] s 6k, Ma*6«a»Ttt©a*i>-^* 

?-:iyy-F2 30 6 i^TS^-SC M 

iz©«3m *f-=fy o^y-x^ y-F 

2 3 05©2ST©y-FK. yty-^fo^f 
ffi b it =f /< 4 x © * f =r y k £ 4 ft a * ^ * t- dt y y - 
F4LT. [W£*/B8] ©y-F2 3 0 6#S55g$ft 10 

s&k. -y^T^yy-F-casBSSflis 

©y- F2 3 0 S4WS©*f3iJictJ 

ft4#3fcS£aM&tt&wg©y- F2 3 0 7 *j|»es 

ft. <*6fc*©Tttfc. 3*ff*fltt&tt#«3S©#^=f 
yK«h4tPHS]y-FZ 308i, 
B] y-F2 3 0 9#SfS5£3ftTI,>5. 

[0105] *f-3'u, •y-^*r3ytt, 7^ 
-rx©as©#&6-r. 3>f > 

7 n >w * #$¥ttn##ifc § tcsa-r a^-K. -r 

tt«©#& (Cft6£»LTJJTF. 

^yy^F*y-A«g^-*-©j^-rsy-A!8 
SXYZ»B©mi&>'-F£LTtKE"J-ft«. y-*- 

©ss^-r s Aiinx yzk, -e©m* y - f «t© 
Tia©y-F*-, v-7*-mmbxmtz>ct 

#n»J*&£&»>. *©«. Hf^bn>f->^©i2ff, 
t»«£«*-©Efc, Mtr*il£. *©DUS-'-F*- 

{b^-^n?* (EKB) *§yaoTEtet,, Jf.£y- 30 
FWT©r a-T xieft ©#*|/P»JSB& f 1 - 

[0 1 0 6] C©J:5K. noy-Fa^itt, 
KTF©y- F£-g-©H,"£y- FicS«Sftfc*7-dfy , 

ia^tt-y^^^yoBBay-Fibtr^s-rs^ 

£T £££«:<£*), *fn';S, **l>tt?:7*7-:Jy 
gmo©m£y~ Fulfil? 3 y~#~. a>r>7 
■JxijU jtmfi*® y — F 4E£ £ f SWSWb* - y n 
7^ (EKB) %m&K.£jglbX. ISj&y-FttTKJi 
*4^WXKKII**»JifeWW1l8£&»), H*y~F 40 

(cji § a t,>fh©*^ =f y©y— f (cMf -s xcc uc 

[0107]ifc, *4B$£tiC*tf,vc, 
^f*-rS^K0 0 1 1 ,K0 0 1 ,K0 0,K0,KR#ttJr3* 
* (v-k**-) KJtOJIWSft'atSl/fcCiJWHtt, 
fc*§£\ Zti&M. (fA-fXO, 1, 2, 3 

©iOl— :/) -CSSeSftS^-ifi^fcfeK:, t 1 ^ 

B, y-F*-K0 0 1 ,KO0 ,K0 ,KR4. -g-ft-eft 50 
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*fc&«K ( t ) 0 0 1 ,K ( t ) 0 0 ,K ( t ) 0 ,K 

(t) Rccie&fL'. ^-rxo, i, 2K^©Mtf^- 

*fi**j»H*«*S.^.C'Cl : 4C (t)aaalt IK 
a a a©ttft (Generation) t ©Mfr*-T'&S C £ 4 

[0 108] BR*-©E*A!aiot»rttlJ!^4. *- 
©JgSrB. H13«^teSMfc+-^o?i'' 
(EKB : Enabling Key Block) iWtl^O-;^ 

-*te<tor«fil3ftS^-^;u*, F 

LT, *^BE8^Ktti&l,T:? t .rWX0. 1. 2 
(EKB) It. BlOfcjj&ti&ZWJV- 

amzmmrz&'j-? (ftTKc^-F) 4 

7^-Wxtc. *fcfc^3ftfc*-*B#-rafc»©lt 

-^it^-teio-rit^sfts. mmm-zfuvi> (e 

KB) B, ^-Str^B?* (KRB : Key Renewal Bl 
oclc) £PfBft&£: £&&■£„ 
[0 109] 0 1 3 tC^TW!}}it d r-7u v i> (EK 
B) It. s-?*-<DJffi<D&Et£?rt4X<D&ifigSi 
WfJfc&T 5 - v Z ?~ Z t bXffif&Z ft 

X0, 1. 2Ccte^-C, iffftt©JS9f>'-F*-*B : * 
IB. Mff^-F+-iUrK (t) 0 0, K (t) 

o, k (t) Rifi-mxm. r>uz2it, m®;- 

F + — i bXK (t) 001. K(t) 00, K(t) 
0, K (t) RiWgX&&. 
[0 1 1 0] Ml 3©EKB{C^$ft50:^tC. EKB 
KBtW»©B&#fb+-*l^*ft«. 013©STS©^ 
^ffc^-B. Enc (K0010, K(t)001)T 
&-5o Ch«fA^X2Oi-5>J-7+-K0 0 1 OtC 

*r>x<mitztittjBms-v*-K (t) ooirs, 

9, ^WX2B, a#©SF-oy-7+-K0 0 1 OK 
J:orc©HR<b*-«4«#U. @Sr^-F*-K 

(t) 0 0 l*»5C4*sr*S. S^. «#fcj;»)f# 
tcmfts- F*-K ( t) 0 0 1 4ffll>T. Hi 3©T 
*>6 2S@©®m*-Enc (K (t) 0 0 1. K 

(t) 0 0) *J«#W«Biat). Sffy- F+-K 

(t) 0 0%»5t:i*it?*5. 

[oni] jktjkk. 0 1 3©±3&>e2aa©Bf^fc 

f-Enc (K (t) 00, K (t) 0) WITSt 
£T\ BRy-F^-K (t) 0#f#6ft, Cft^ffl^ 
-C. Hi 3©±^61SB©Bf^b+-Enc (K 

(t) 0, K (t) R) zmmrZZtX. WM)l~V 
*-K ( t) R#Sf#e>ft£„ 

[0 112]-^. y-F+-K0 0 0ttHi«-S*f» 
«cSSftr*j6-r, y-F0, 1*3, J^fy-F*-i 
l/TiitS&©B, K(t)00.K(t)0,K(t) 
RX&&. y-F0, IB. ?nm-K0O0 0, 
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K0 00 1*m>tT. HI 3©±#>6 3aa©Bf-Sf{b* 
-Enc (KOOO, K (t) 00) £«^-f-5C£T 
WMs- F+-K ( t ) 0 0 JWTHTA. H 1'" - 

3©±*>&2©S©l*fWb*-Enc (K (t) 0 0, 
K (t) 0) m«C£-C, JBBr>-F+-K 
( t ) 0 £*. H 1 3 <D±*6 1 RBO«HMb*-E-n 
c (K (t) 0, K (t) R) Sft#-rSCi-C 4 Sir 
*-b+-K (t) R£f#3„ t©<fc5Kt/t. 
XO. 1. 2«MSL;fc*-K (t) R4ff5Ci*S"C 

10 

[0 1131ft*, gl3©-f>fy«tt, H©*ffl§J 

- f * - ? 

[ 0 1 1 4 ] H 1 0 5C^-T'> >J -«i»©±{&&©^- F 
*-K (t) 0,K (t) 

F+-K 0 0©*©M»«B#£^*a»£K:tt, H 
14©WM+-^n^ (EKB) tJH>4CiT, 
JBIM-F + -K (t) OOSf^^O, 1, 

[01153114 K^tEKBB, m*-\£W%.<DZf>\> 20 

- ^(Ctet,»t:**f SSFrfcft 3 + - ^is^-f -2. 
Jf£fc*lflPJiftr*a. jWMUt/c, Hi OfcjSai-c 
jsr^-^wo^wxo. 1,2, 3#*s£fttt 
fl*ffli,»r*o, *ffcftitji©3>f->^+-K (t) 

1, 2, 3©*a©./-F*-K0 0£®PrLfcK 

(t) oo^^rif^4ta©i^fa>7->^+-K 

(t) oon4ltfftlfcf-fEnc (K (t) 0 
0. K ( t) c on) jBS s HI 4(t^3;ftSEKB£4 
t>KI5fc3ttS. C©Eft(cJ:»). 7 s ^-fX4ft£*, ^ 30 

©ffi© *ou-:/©&g#sa#-r & c t ifi-e ft ft <<> r- $ 
ibr©ia^pj^ift^, 0 

[0 1 1 6] Tftt>%, -f^'-YXO, 1, 2BEKBS 

»lbrf#fc*-K (t) o o *ffli>t:ii|#S:4a#-r 

tBf*-c©3>f->'>*"K (t) con^5 
CtaSnJffiKftS. 

[0 1-1 7] HI 5K, tB#ir©3>T>-7+-K 
(t) c on^MWilT, K (t) 0 0%ffll» 
-rfffcftftii©3>f->->*"K (t) conWWfc 
Lfcf-^Enc (K (t) 00, K (t) con) 40 
£, HI 4 COKTE K B £*fBHi«ft4/M,r«MLfc 
f^*-/X0«i^t„ C©Wtt. EKBtC 

J:€>Bf-^{t^-yb-^f ; "^?:3>^>-> + -K (t) 
con tbMHV&Z. 

[0 118] HI 5K^j;5K. r^VXOB. Ett 
«»KtMft 3 *XT i, > 5 fSft tB#,&© E K B 4 , S 
6*t:&tilTl>Sy-F*-K0 0 04Il5T, ± 
»Ufc£|E^©EKBMHK<J:D, (t) 
0 0££j5-f£„ 3?>iC, fVWXOfct. a-^-bfcMSf 
y-F*-K (t) 0 0*«l»T, Mff='>7->->+" 50 
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K (t) con^U, «iC^n*ffiffi-r§/c&{C 

[0119] Ml BtCttttfltf-^B?? (EKB) © 
hW*jn-r. /<-^g>6 Oltt. #*Wfc* 

-?"ti->* (EKB) (D/<-y 3 >4,TtiS!K* 
S. ft&\ *-5?a>tt. *§T©EKB£»jOTr&fMB 

tt. 1&Mt*-7uyir (EKB) ©BfcjfcO^WX 

0 3«. waWb*-:/n** (EKB) w-jise 
0 6 ©fig^T*^ £^^>£604 
ttityase 0 7©{ig, g£*-Y>£6 0 5»W:g6 0 

8 ©ag^-r^w > *-c*s. 

[0120] 0 6B. mHSfrTa^- F 

^-fc^fcLfef*- m«H15CC^ 

fj:5ftjg«snfc^-F+-Kiwr s^Bf^ft^-^ 

[0 12 1] 24ffiB0 7\t. 7*-fm 0 6fCtttA$ 

tifcuf^bsnfc^-F*-. y-7*-©ts«Ri«* 
iS-r^r&s. d©$y©f*-^jv-;i/4Hi 8 4^^ 

[0 12 2] H17T?«, ■y-jftL-rfttcHl 3-CSi 
WLtefWSMb*-:/Ps>* (EKB) *Sff-rfi«ftjj? 

t©^©^-^*, HI 7©Bt^-r«tc^ 
f J^JcftS. e©i*©HN!{b*-K:£**i* f ^ 
F©r FUX& h J-?"/- FT FPX4T-5. C© 
«©*»#». JV-F*-©K»H i -K (t) R#SS*i 
r^S©-C, h ?7V-FTFUX«KR<!:ftS„ C©£ 
Mi«i±t©f-^Enc (K (t) 0 „ K 

(t) r) «, mi KDA-enktmrn-yj-it^ttiLm 

P 0 tc^J-JfrfSo *©R©'3»-jrB, Enc (K (t) 
0 0, K ( t) 0) ^y-i-ciJiiof-*© 

sr©fegp o o icftmtz, v <) -mmvmmw&s. 
fti>*&£B*^;&u jesses ns„ <u * 

^, S(R) tOTRJtSftS. *B©^±S© 

f-*Enc (K (t) 0, K (t) R) fcMK^Sfif 
gPO©25rF©&SPOO{Cttf t -3f*3«,5©-c > L^^*= 
0, SfCB7 s -4f^ftO©r > R$^=l£ft§ 0 JW 
T, -r^T©-5 r -*{C*yi6Sg9^$tx, H17©Crm 

[0 12 3] Hint. m<?Z?~-ZEnc (Kxx 
x, Kyyy)^ y <) -WtOSC IC&WLr l>5© 
*»*S^rfc«&«CH5estlS«>©r*S. ^"-^§156 0 6 
iC^ffl^nS + ^x-^Enc (Kxxx, Kyyy) 
• • *«{cH^t3tifc*-©aEW5 , -j»tcatf 

Bf^fb+-©-> y-jb©tta*j*iamt6£ft5. ±au 

fc>Wtftc, 5fe©Hl 5-C»WOfc*0E©«fc5 
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m^-c. mm, 

0:Enc(K(t)0. K(t)R) 
00 : Enc (K (t) 00, K (t) 0) 

00 0 : Enc (K ( (t) 0 0 0, K (t) 00) 

%v**~$ L m.* : n<$mw~>? tb-cmmcttcj: 10 

[0 l 2 4] 01 BKR-jt. EKB^t-v^ Fico 
l>T36.{CS&IJiT5. #g (Signature) 6 0 8 B, « 
Mt*--7U'J# (E KB) i&ffLfcmfcOWfffl-fe 

(-7-Yl2>^f--^4) , 3>f>7P^-f?(3 

>f-WV—r<3) , ftftttH 5) 
*S«fflEK«J:-3TjE^a:WSMk ! 1r-^Of ^ (EKB) 

mmwmi h *:*«Mt* -^7*(ekb)?*i, 

[0 1 2 5] JW±©<fc^(C0T, 7-^>*-tJwU#> 

?»«snft#Jifici-*t. 3>^>7-y-w<3* 
nfca >^ > s> ** uffl r sms* * £ * * & . 

[o i 2 6] T&t>*>> ^>r>yy--^3&it>?u 

-f -fe > * If - 4 * 6 * 7 ^ r > H K 7 -Y -fe > X #5-5 

J:<3, Bt#{fc3*lT*j») (Enc (Kc Content) ) , 3> 
•f>7*-KcB, Hif^- h^-KR'(EKB*>6ff htlZ 
t-t^-jT, 05(CfcWS+"K E K.cK*|-Jt&rS)-C 
Bf*Hb3ft (Enc (KR'. Kc) ) , EKBi £ £>5C, Bf^fc 
3 tlfcn V KfflBDS tlT * 9 -f T> F 1 fcftft 3 

[0 127)11 8©WcteW5EKB{CB v 0J*fc£ v S 

1 9 3 n-5 <fc 5 K . DNKra^pfgg^M*^- F + 
-KR'tf^StlTOS (Enc (DNK, KR') ) . fct, t> 40 
7-f7>F IB. It-fc^-^C^StlSDNK^Jffl 

3 6K. E*r*-F*-KR , *ffll>-C, Enc ( KR', Kc) 

Kc^rffil/it:, Enc(Kc, Content) *P.n>7 u > - > 

[0 1 2 8] C©J:5iC\ *>^7>F HCDNK^t 5 

#- * ( revoke) 3&5Wf®K ft 5 . 50 
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T£t£CCj:i3, ^7>f7>b ltcfotvr, -»f-f^r 
- * t*(lffl*©*fJCft^^Tfe^lSC £ SC& «5 . SWffl* 

[ o 1 3 o ] *&, bmvwwmmmm* 
[0131] *iHlfci5t»rtt. ^ i i *#i?i,-tiPj 

LfcJ^fc. ftfJ'J FK^-f-fe^^fflTST 

->xfAi, #«©3>^>^*fijffl-rs7 J /^x©* 

y © ^ > f-> ? * i o©fv-w x -nWBir & c t ■» nsn 
£&&. 

[0 13 2] 02 0B, C©H«©-W**LTl>S. 
DNKl#!Sl|9ST5nT*J0, EKB^^t?3>7 : ->^ 

i*s*-rsc£*!"c#s„ mmc cotvwxdi 
kb, »«, DMc2*ssijt)^r?>n-rteo 1 ^*y- 

•*'*C4*J , P#«. £©*§£. f^-fXDltt, 3>;r 
>7 1 ia>f^2 £C>5, M^-S^X7-A (T'>X 

> C *H^tC^ 5 C £ 3OTH|fe£ ft 4. «ffctt DNK^fJ 0 

[0 133] t©J:5&C, *^BJ{C*5^TB, *fi'J 

[0 134] *&. DNK€, flB^-f^TK^aJ)**' 
iitf©'Cttft< 1 5-f-fe>^U"-^4iCj:»). 

KfSCit?. a—!f(c«fcS+-©JiA!&SBlffi&^^ 

[0 13 5] 3>^>^£-e©!pJ^l«rJM<r«:EfWS 

a{c*ji^tb, 3>^>->b. -enwwsnfc 
f^. £©«t9flc«*5n^*3ti<t , j£«>, ^©«t>n^ 
eHt>9%<. ^©ffl^fcfc^r. «fflw»r?*5© 

^*s«ASC£36sa*U>. *»SK*rtr>ttt. C©fc 
ft, ±.&Ltc£*>te. Si- if (^7-fT>M) 5C> 

K»Jt?i-4&IB»OK9» (certificates) *5@Hflj3n 
So S^-lfB, ^OfMM^t, S« (siqnatur 
e) tffeSU 3>r->->{C#JaLT. 3>f>^©* 
jE3(integrity)4ffiiiEL. fr~ozi>7~ >">©^ME$± 

[0 136]^Cic. i'5^T>H*>6, ^-fT^F 
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©3>f> , >©^ 3 i^7'? FogBH^su-rs. 

[0 13 7] H2 IB. ^ty-Xfy^CiK^ 
-r^-eS>^ 0 ^t'J-^f^ ^65 IB. 
jrf*U CTHfttty«y) 66 1, ^*yn>hn-;u 
? ^ 6 6 2 , fc<fcO'D E S (Data Encryption Stand 
ar^©l&^fcHHf*£tJ -b* a 9f^n5J6634l 
1 ? »^±CC I CffcStlfc 

[0 138] -7^?~>^>*'J66 IB, ^*'Jn>h io 
n~;i<:/n-?#6 6 2©FMi!©X{c, fHHbSti, t§n 

i t § nfc n > f > ? next? s . 

[0 139] hn-;t/-/a i-6 6 2 5i. */ 

'J7V^7 u;i^8>, £ fee;*? pvv- >; r A^Sft 

> F 0-;b^D ^6 6 2H, ffiS&Stifcn v> FK» 

5n>f->^^S*UJ-r. 20 
[0 14 0] y*'J-Xfw i>^6 5 KD-fe + ^Uf-^ 

7n » * e 6 3 B. ?*l&©fSliE* - i ^ * y #- K«K 

n^663tt, a.si6£ia*&**ru ^*yn>Fa 
-Jl^UyfQ 8 2 0W»©StC, *?-f7>F14ffi 

[0 14 1] •b+a';f^P7i'663B 1 «»T3 

[0 14 2] -fe + ^Vr-f B. ^*'J 3 30 

> I- u~-)\,7u ? # 6 6 2©fJ'{SJ©afc, m^-ft$nr 

[0 143] H22«, ?5-Y7>h lK«tS3>f-> 
->©5=-x »_»#73 F©«£t8irr£'7n--g^--F-e 

[0144] Xf^S201K^T, *7-f7>F 
1©crj2 1B. f-avfirVhtZxyr^-yimR 

[0145] 0J2.B. ?7 >f7> F 1 ©CPU2 1 B. 3 40 

[0 14 6]Xf^S2 0 2!Cfei,)T, *-7-<7>F 
1©CRJ2 IB. fPfSL/fcStt©S«i. 3>f->^K 
£Sft4«tt©»g£*ifc*U ftfiSLfcJltt©S« 

ffisn/cii^. jMttB5tm§nr^%^©t?. xf^ - 
S 2 0 3 teat?. 

[ 0 1 4 7 ] X? ■? 7*S 2 0 2 K*»l»r, f«L-?cJltt 50 
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tttr»£*J3£3ftfc»#. flMfeWScBStiT^a©'?. x 
f»^S2 09 (CjtJr--^ #47 > F 1 ©CPU2 1 B. 

©MT©toffl*fffc&^T. MSB**7f 5. 
[0 148] 7'S2 03CCte^-C. *»^Vr>K 
1©CPU2 1B. ^ittSa^f^OMttj&fiWJB* 
{C^itlSaV^^^^frtSlfcL. ****7tfF*i 

©3>^>->*Wffi1-Sfc&©*iJffltt^lB«5P2 8 Km 
"3;fr>£>&(,>*§£-ftB, Xf.^S 2 0 9icji#. 

r> f i ©cpu2 i ai7-im&£'©. x^-aia* 

HtfU ?-x?*79 F©Hf¥©«ffl*f¥fcttO»r. « 
[0 14 9] Xt--^^S 2 0 35Cfc^r. 

w^-r 4 fc»«Djpjra**sm-3j&> o it, s 2 0 4 
^7-rr>F i©cpu2 iB3>f>';^I 

*4fc»©#Iffl*WSBtt8&2 8 £ 1 o3Btt3<irt>« 

[0150] 3&mi28(cmi<D=i>?'>y&mm-ir& 
tctb(Dmmmftmi.im s nt <, > s t see s 

^S2 0 5tcjl#, *?-f7>M©CPU2 1 
B. HtfjgB 27©^^X7-U-Y 5C#f!raffi©«flJ*fl^ 

©t#«^«^$ avmmfevmm-* * x » * 7 
<y f s^fca>f >v<mfm.#t itii>5*ta- 

tftc«H8*. a— if*>6©A*»2 6's©A*t* 

[0151]Xf^S2 05 CCte^-5,fUffi*©jgW 
B. a--1ftcj:^ji!R(clS?,f'. 9f3E©fflfliJKS-5*« 

[0152] IBttSP2 8(C>Pt»©3>f >^*nis-r-5 
fc56©f!jffl* #s 1 of B'tt § nr t, > 5 i *IJ^ S ti?cJf^r. 

?^SZ 0 6{Cjtt? 0 

[0153] 3>r>^4fTOt-*fcfe©WJflt©jliR 
*JfT*>tifcft. S2 0 6Kfc^T, ^^^r>Fl©CP 
U2 1 B. *WB*©«ffl*fi:3a>6»S*mde-J-S. 

[0 154]«K, # v -f T > F 1 ©CPU2 1 B. M 

x-9-w?©^njtrnt^tAMi-rsc i(c<fc u . 

[0 15 5]^f97'S2 0 7Kfel>T. ^5-f7>F 
1©CPU2 IB. fP^Ofc^ffl^fr©S«i. jpJffltlK 

fciwesnfcw^. ttffl^f=B?m§ti,r^&^© 

t?. Xf- i> 7*S 2 0 8 icMtSo 0 8 SC*St» 

T. 7> F 1 ©CPU2 1 B, ^^ ^^T 1 ? F©H 
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[0156] ^f->7"S207 (Cfc^-C, fP^LfcKtt 

Ki>t$m$titcm&, jwk&jaasfnr^a©?. x 

r^S2 09 Kjl*, #7 T> H ©CPU2 1 B, 
[0 15 7] H2 3». Xf^S2 0 8©MI« 

mw?z>yu-?*~\-v&2>, io 

[0 158]Xf^S22 1iCfcW, *5-(T>F 
1©CPU2 1B, m6Strc\,>&jt*:V-aT4 v#t 

ffixm<D9m%mfr&. *^r> m © 

CPU 2 1 ijf-t'J-X^-f *6 5 lC^ta'Jf^ 
n^6 6 3B, ?+U>y7>Kb^>X^S©ffl 

[0159]^f9^S221 ©^SKte^r, fflSIS 

fr;i-651ft JE^TB&l*©?. Xf^7 , S2 2 
27JMS2 2 8©*Hl«X*5»^3n. 20 

?*>. 

[ 0 1 6 0 ] Xf » 7S 2 2 1 ©ABfflfc*Jt»T. ffiSB 

f 65 1*5. JESfc©?. *-7-f7> h lfeJ:^*'; 
-X7V "^6 5 IB, «ji©-B#H (-&»3/ 9 >* 
-) Xf7 7'S2 2 2MS2 2 8©M* 

[0 16 1] *a©-B^ (-k^>a>*-) 

ftfctiTo&fficcfc^r. *9-fr>M 30 

*M*y -X-f -* y 2? 6 5 1 fl^^fl WdtfRB, ~n 
«icj:?)Bf^t3h-r^-5©t?, Bi^{tm^S52 4(c<£ 

[0 1 6 2 ] X'f v 7S2 2 2(C*JliT, ?7-f7>h 
1©CPU2 1B. 3>?>'>4yty-^7 i ^ ?*65 
15C#tiA&„ ffJAtf, f^MT>h 1©CPU2 IB, 

5 1©3>f>'> + -4ffi{#L/, yt'J-Xf-f -^8 40 
fof65 lfc&l&r*. 

[0163] &*}, ^ty-^f-/ ^65 Uc, =0 
f->*>©«**>Wi:3-tt4J:5K:i/"Ct>«tl». 
[0 164] X7-vy'S2 2 3iCis^X. ttv-iTZs h 
1©cpu2 IB, «M*g©ffiffl&#© ? h£y 
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[0 1 6 5] Xf^'S2 24(c4j^r, *5>f7>h 
1©CFU2 1B, Hf#ffe«#ai52 4«:, ?iJltt©ftj^ 
m>S v -fe -^Sffi#^?. : < N*A„C : Message authentica 
tioncode) («T. MACflteMfcTS) &JWH3tt 
S. 

[ 0 16 6] D E SB^filB1lJS*J5l»fcMAC«&S 
W*H2 4fcj*r. H2 4©*iSCciSrj:S«:*t*i& 

(JWT. «IShU?t-»;*Ml, M2, • • 

MNi-r*) , sr. (iv) tMifc. «naii2 
4 - 1 Atcj:»)Sffl!i««Hiflrra < •£©*§*£ 1 1 tr 

S> . I 14DESHf*NfcaiS2 4-lBK:A*K 

m (OT. Kl iT4) *ffllr»rit^trS (tftfj£E 
l£r&) . ttttT. Elto«fc^M2tS»»2 4-2 
AtCfcOgH&MWIfDU *©ffl*I 2£DESBt^t 

ss2 4 - 2 B-Aii. &k i *mi>r«H^tra (w* 

E2). fcTF. e*i&«9iiu 

bTBfJMfc*iffl£jfrr. D E S Bf^b»2 4 -NB*»6* 
^{Cfflr#fcEN*Sjf vfe-i?BiEWF# (MAC (Mess 
aqe Authentication Code) ) t?£&<, 
[0 16 7]Xf77'S2 25(C^t, i>=7 47s\ 
1©CFU2 1B, Xf5^S2 2 3©jHT7t-79 
h *H83fc S ftfcffiflj£ff£ , X f » 7' S 2 2 4 ©ABB? 
JHflSnfcMACffliSCC^*';-^^-/ 5 1© 
4:/^ *X 

[0 16 8] 02 5B, y^'J-X-f-Y y *6 5 1 fCfB 
Its W » fx fe J; pa > y *t&w? s 

[0 16 9] ^'J-Xfw ^65 1©-{>f^X 
70 1KB, 3>?->fK#l6l/-C. 3>f>^©«ffi 
MACfi, 4»J:eJt>j<-f>**stttt3nS. -Y>r 
^X7 0 1©#-f>dr|l, 3>f >'>©T Fl/X^f 

[0170] m*.tf. J* »; -^f - y t> 6 5 1 JcfBtt 

snri^3>^^^7 o 2 - 1 *^r#-f>*B, a 

>r>7 7 0 2 - 1 ©«fflm'J;C/-e©MACiift 
5C, -{>f^X70 1Kl«iSti5. ^*y-Xf--f 
»^6 5 lKIElt3n-C(,^S3>f>^7 0 2-2^ 
TsP 3>f>97 0 2-2©ffflift : 4iJ;C) E 
*©MACtfifttc. ^>f'^X7 0 ltc^tt^n 
5 0 ^*y-Xf^ 5 ltc!Bti3ft-C^£3>7- 
>77 0 2-3^r:J<-Y>$tt. a>f>77 02- 
3©«ffl*fM5<t^*©MACfai*{C, ^>f?W 
7 0 lfCttlftSnS. 

[0 1 7 1 ] Xf^S2 2 6{C*Jlif, H=y^7ly\ 
1©CRJ2 1B, vfQ 5 liPh. Xr 

» 2 2 5©«HKC<fc 0 . irfcKffifl^Ha.fcCfMA 

ctf^tiAjn?c^>f : ^i'X7o l^iRffrs. 

[0172] X7-^7'S2 27ic;teM 1 f^-YT^F 
1©CFU2 IB. »rfcCCffiffl*f ! M3«fc^MACia36J»# 
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#6 5 l^#CDW>7-^Ur-< ■fiji'Kl CV) 

znmz. •" - 

[0 17 3] ■4><fvi>Z.7 0 KDJ^f-ifVf-j • ? 

x»fta». m^M-i^fv *x7o mcwrz^vis 

aH»*ffll>rlH|ISti, ICV=hash (Kic 
v, Rl, R2, • • •) tCfc-rXtffcSft*. Ki c 
vS*ICV^*--CA^ 0 LI. L2««^#©tf 

C0 17 4]^7"?7 , S2 2 8Kfct,>t, *7-/7>r 10 

i©cpu2 1«, ytg-xf^^6 5i®^>f^ 
'Jt=w • StBL.fc^>^^U7--/ • 

[0175] M*.lf, f=j -TT> h 1 ©CPU2 1 B, y 

lCC^tl*. 3>^>->70 2 - 17!iS7 0 2-3(C 

[0176] ^5^T> r 1©CPU2 1 B, 02 5ic^k 
t^SlC. y*y-^of65 1K, #H}(yfe-/> 20 
f-VVf-i • ^x5d»#7 0 3*»#at». 

[0 17 7] f5>f7>HB, -Or^Ur-f • 
»**t-Wirt«HMfcLr. J*V-X9-4 ?*6 5 

lKjtff-rS, t>:bi9>£, SAC (Secure Authentication 

Channel) «rOt, -f>tJ"Jf^ ■ ?*»*f*y 

[0 17 8] «V-Xf^ 
[0 17 9] msi^r^ff^BSK^T^x? 30 

o i *SK£iSLfc i cvt, §>m&mcm^x%.f& 

Uc I C V 7 0 3 i^ttlS Or ^I-CD I CV«s»^titi 
tf«ffl*ffK3MHOftt»c:i#i«iE3n» ICV#*& 

[0 1 80] 02 6©7P-^ + - r%#MLt\ 02 

[oi8i]^f^S24itcfcw, y*y-xf- 

■4 »jt>65 l<D-b*3.i)7-47Uv9663^ 40 

7> M i©ffiSKK©«HlftJ6frr«. 
[0182] ffiSBK3*lfc«te. * 9 4 T > M 
CM* 'J -Xf oj»651 Kfctvc. ±hjI©-B#g| 

[0 1 8 3 ] 5*jI©-B§H (-fe5^a>+-) 

tifcOTo^sccfct^r, yty-xf^ v z 6 5 1 a* 

J^V-Zfl y?6 5 l«J^7-T7>H*>638fib 50 
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[0 184] X7--^S2 4 2KfeUt 1 J*V-Z.f~ 
4vi>65 l©^ya>rn-;b:/cl»v?6 6 2B. 
X-?-»>^S2 2 2©^a*MfrSi'7^7>h 1*6 

faCT. r3>f->->*-77y^^y*y6 6 HciBttS 

[0 1 8 5] Xf--77'S2 4 3iCfc^r. ^*'J-Xr 
0*651 ©ji't i ;3> hn-;^o^ * 6 6 2B, 
X7-*:/S 2 2 5©MIl£3lfrf&*^7>r 1*6 

•*^Civi'663©-{>7 : ^X70 lK*#jAtfo £ 
t, ^f?7'S2 4 2©Mffl-CIBlfL,ft:3>f->'>^ 
X 7 0 1 K##ii*? 0 

[0 186] Xf-->7'S2 4 3©MHtCj;0, 0255C 
<fc 5 K. SrfctciBttS hfca >f !C««« 
MAC* teA^3>7->^^-r^^>* 
*\ -fe+^.'J^-f^l3^i'6 6 3©'/>7 ; -7*X7 0 1 

[0 1 8 7] Xf-7 7'S244{Cfc^r. y^'J-Xf 
•<^65 l©yt'j3>fn"j^a>>*66 2B, 
*7^7>H*>6il**s*S©'r > -{>f^X70 

lfc-f>f^X70 l**7^7>htCjiMf X 

f^7S 2 4 4©^ram3ftfc-f>5 s yi>;a7 0 l 

2 2 6©Wte(,^, -f *X 7 0 1 %K»t?* 
£. 

[0 1 8 8 ] Xf-;7'S 2 4 5KfcW, ^t'J-Xf 
^*6 5 1B, X^y7 - S2 2 %<D®m*:m : y? : Z>i> 
5-/7>rl*>6. *rfc&ICV#EiftS*iT<S© 
r. *^7>M*6S«$tlfcI CV£§HiLT v 
»tt/fcl CV^SK, ICV£M§rU «fflB*S71- 
5. 

[0 189] COiSCC, integrity««-C*5&Hil 

{Cfc-S^J^fBcfcSi nteqri tyflBR**. * 5 >f 7 > 
Ht«fc9£j(R3ft. r~£fBlt«ft©S^mctfS*i 
3>x >->©inteqntytt$Biffiffl^fr©inteqrity 
ttfgi^t>-a-r 1 o©ttfgi L/T\ f i?X7 0 

[0 1 9 0 ] C©Jr5tc, *-7-T7> h 1 y*>;- 
Xr^ 2>*©Mffifg***fi< ife. 
(cfct,>T. n>f >'>©^©KJl/4{£T 3 
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#£J:5K:ft.s„ 

[0191] «Jlft*3Wi(,»S5R«K*Jl>r fe. ISl-O" • 

D£»)-c#.SJ:5K:&a. 
[0 1 9 2] f&*>5. 

&C3 >x>->*fBK§#5 C 4 

[0193] *^*S**ffSn , C^43>f i >^©3> 10 
^> ? E1igH'^©»Si&»* ftffl L/, 3 > 7> vm\ 

«kk*h&j- s * * b KSftu ^ * - v » r # 

$& 5 ftfcffifl?£#©&Bt **ffl-f afcAOttflMfe&Sfe 

«fc iMW^ttSaHftlH^ - f ©n >r > 7l2fi» 
K^©»tfii**Wap-i-&«fc5fcLiWI^Cctt. jfctj© 

•C t £ <£ 5 5t ft 3 £ ft tc. 3>f->-> rtCftE icMffl § ft 
S©*M^fcKf±-rae£#rtrS. 20 
[0 19 4] 3>f > > > ; £IB1i^S^^ V^SWS^^ 

[0195]$fc, f»fg»S8g^6ii«Stlfc. «?■ 
g£ Wf 3 ftT t, > 5 3 >ir > y ©BaS*W» L/ . t»$s^ 

3>f>7^«tt? 1 j:5KJ5:ei*K, 3>f 

-5= 30 

[0196] 3>7->'mm.gimv$>z>st*:<j~zf -< 

f>'>(cffSti?^l©m^S«©^iE?:fft-\ aft 3 

tut 3 > ?• > v mmmm zmmmzmm 0 . en 
atu «^sn&*j««iK^snfc^2©m^*s©« 

*5fc*ttlB'f--*4aySU $1 ©<*&£«, SI2©& 
ffiB*{c«fc •) 3>7->^*jj:^jffiS^KSnT^% 

- * 4 3 v £ 3 >f > ?gBffl£Wc W^j-r 4 «fc 5 

t>, 3>^>^*pJ«-c*SJ:5Cc?ES4«K. 3>r 

So 

[0 197] ?^7>h3&>P>;f*';-Xf w y?K3 
>^>?****27$h*501£Bi!!l3Lfc*J. *?-f 



ftH 2003-308249 
30 

[0 19 8]*fc, *7-YT>F*i6^*y-Xf--f 9 

**-f 7> hfr&a^&'XlSHSaiOftOWriSPD 
{cn>f->^45 i x^i'r'i'h l SEfcttntr-'T 
•&<fc 5 5CI/C 

[0 199] 3^ *5>f7>h*6PDtcS!s*3ftr 

^(cfe^r. ffiES!IE©£!JiItt. *547>F:faJ:tfPD 
©Ht?*tf3ti« rofej:cM*y-;*?v »i»©HrcSi 
ff3ft£„ 

[0200] *5m*mmztiz>vv4Tisuz, ^t> 

®2>rt-V?)Vx>V*-Z& k 9\-lc^ PDA (Personal Di 
gital Assistants) . mWB*. y-A«*«&£4 

-rsc4*3"cirs. 

[0 2 0 1 ] -a©*ffll*V7 b^i7KJ:i)Sgff3-S 
»ffl©^- F-7X7Kffl^.jA^n-t^53>f^- 

-c, ««©«MiJ&^ff-rsc4*s^ffi&. m^mmo 

^■"y^;U3>t'^-^^4{c. h9-*-MBS« 
[0 2 0 2] CCOmmmWU. a2K^3ftSJ:5K, 

sg*<*4BsiiK l a— jfK^oi'^AtjMwayfc* 

?4 1 (7 lx^>7>f^ **£$&) , ft-f-rXiM 
2 (CD-ROM(Compact Disk -Read Cnly Memory) , DVD(Di q 
ital Versatile Disk)%$^> > ^58^7*^X^4 3 
(MD (Mini-Disk) (MU) Z&tt) . b < lt¥M 
fM * 4 4 ft 4 J: 0 ft £r? aTK*** 

M2 2^ ESSP2 8 5C$StlS^- Fr-f X^ft4't? 
[0 20 3] ftfe, ^roES^iCfc^-C, IB^ftiCfBii 

fe^^JWCC»a$tlft< 4i. aB»J»*Sl»BfflJiJK 

utT 3 n i> Ma ^ t> s a h © r * -5 . 
[ 0 2 0 4 ] * fc. -fe*^ or-! icmmtzmmzmn 
sai^nwAit. -e©Mffi=&«ff3tis©*i»<-fc 
». *©^oy7Aa#*tHr^b34Tr:i»a©3&sa*L 
l». WLtf. (^»lftf*ff 5«BlK:-3l,»-rB. e© 

gJE-r-sc 4*sr#s„ 

[0205]^fc, ±ib*»jt«, 3>7->?zmm 
? s fcabtcsisf ftiMffi**«Be-r sfcfete 3 >f > 7 © 

Stt4flJffl*©3>7 1 >^*fr*ffl^fc*S > Ctiicpie 

ftU. mtf, 3>f>7K, «OTT* 
fc*t&i»ftjpJffl«©*lffl*iD**b«t 5 tc fem 
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[0 20 6] 

[*98<3«tt#3 £LhCDJ:5«:. *«WK«tntf. n>7~ 
> ? f BH^gic 3 > r > £fB1f § # S C <h ifi~C Z S „ 
[020 7] Sfc, #fPJ3tcj:ft«. tfefr©ffi^3>;r 

K|»±-rsCi*s-Cf 5, 10 
[0H©MW£tl&Bg] 

[01 ] *p J a*aibfcn>f>^jii^xfA©« 
[^2] ^m\<D^=7 -i7y\<nm^^^xiv m-Q 

[03] Il©^7^7>h©3>f>^©^>n- 
[04] 01©3>7->^-^-A(Dn>r>^tl«Mii 
[05] a4©^7--7 7'S26(i:i3»57*-v^ F© 20 

[06] 0i©^-T7> h©n>f ^-m&mzm 
Wt&yu-?*- F-c#>£. 

[07]06©^7-7^ - s43 ©f mmmn mmmm 
[08] mmmommzmtmv&z. 

[0 9] 01©5-Y-fe>^-9— ^'©fiJffl«#t©MS^ 

[010] *~<Dffim%mmz>m~c&z. 

[011] y- K*«iH-i-Sia-r*S. bo 

[012] F i rV^*©#Jfc©JIWj£^-<r0T 

[013] =»aMfc+-:/n y f ©HfSiiftiHf 

So 

[014] «JMfc+-:/i3 v ^©«)S*m?g^S0-C** 



J 1 5 ] W2&{fc*-:/P » f ©*IB*«WT*H-C* 
116] WMt*--7Uv>?<by*—?y h<om^7jk 

S0f*s„ 

019] *88Wfc*-:/P » ^©WSr^-Hr**. 
02 0] «^©3>f >?©lo©?VW 4 

I2i] yty-^T-^ » ^©*^^T0r*-5> o 

02 2] 3>7~>'y<D?-3L"j t>TV i-<D&m&l$ffl? 
7ti"?t- F"C*S 0 

02 3] 95-rT>F©?-a:y5'7'?h©^f©*a 
*»W-T -5 7P-f ■)>-[■ "CcfeSo 

2 4 ] D E SH&#AffiH1US*ffil,>fcMA CflffilSW 

025] jt^y-zrj vficmmft-c^&jisT* 

if XteJ; ffa >f > ? £»T 50T?£ 5 . 
02 6] -f f #©?■*•* fTVYoWri 

©ffl^«7o-?t-hr*4„ 
£Ff©l^] 

-1. 1-2 ^7-f7>F, 

, 3 3>f->^-9--/<. 
5 U&V-'t. 

2 4 Bf^fca^W. : 

A^SP, 2 7W^g|5, 
MSB, 651 i*'J-Xf< v V, 6 6 1 , V 
J/»>*y, 6 6 2 y*!J3>H3-A^n? 

6 6 3 tta'Jf^d^, 70 1 -O 
i'X, 7 0 2 - 1 7!iM7 0 2 -3 
03 I CV 



2 0 £ 2 1 CPU, 

2 5 -=1-9 vfU, 2 6 
IBUBB, 29 M 
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HI 
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| [ * |~CPU | | ROM | | RAM | | | 



Ib«»I lag»l 



I 42 43 44 



I □>x>w-/tc [si 



□>x>->*ss I S3 
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CBCmode 
K'c=Hash(Kc,Seed) 



[SI 3] 
H13 



/t-»;3>(Vereion):t 






0 


Enc(K(t)0, K(t)R) 


00 


Enc(K(t)00, K(t)0) 


000 


Enc(KO0O, K(t)00) 


001 


Enc(K(t)001, K(t)OO) 


0010 


Enc(K0010, K(t)001) 
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1SH2 0 0 3-3 0 8 24 9 



S41 | n^^flMttfc 



Yes ] , I 



S63 | mxtammtoawz \ 

S45 I «gua,tt I 



{Yes 
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mi 2] 



■ 12 




#PS2 003-3 08 249 




[016] 
016 



(version) 


(depth) 


^-602 


(Data pointer) 


(Tag pointer) 


^-604 


(Signature pointer) 


(reserved) 




7*-*»<E(k0, KR), ...) 


^-606 


*f*({0,0 


,{1.1}. ...) 


^-607 


»*(SignatLire) 


^-608 
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,CH2 3] 
H23 




— ZT~" 



— -\3207 

I S209 



~|S224 
"]S 225 



J^y-ay-fS^C-fl/yu^a* IS226 

v — 

T/M.*«Ui*» l S227 



[024] 
■ 24 



24-1A 



DES 



24-2A 



24-NA 

<} 



CM) 
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701 




/ 






MACffi 






MACffl 






MACffi 





J03 



[026] 
B26 



02)mm zl» ass 

m««(ilE.1t n a nJ[|6TB7#35^ y~ 



F 5B017 M07 BA05 BA09 CA15 CA16 

5J104 M09 AA12 AA15 PA14 



